70-640: Windows Server 2008 Active Directory Configuring

1

Your netwark consists of a single Active Directory domain, all domain controllers run Windows Server 2008,
The audit account management policy setting and Audit directory services access setting are enabled for the entire domain.

You need to ensure that changes made to Active Directory objects can be logged. The logged changes must include the old and new walues of
any attributes.

wWhat should yvou do¥

T 4, Enable the Audit account management policy in the Default Damain Controller Policy,
B, FRun auditpol.exe and then configure the Security settings of the Domain Cantrollers OU.
7 C. Run auditpol.exe and then enable the sudit directory service access setting in the Default Domain palicy.

D, From the Default Domain Controllers policy, enable the audit directory service access setting and enable directory service changes.

2

Your campany has an Active Directory forest, Each branch office has an arganizational unit and a child arganizational unit named Sales.
The Sales organizational unit contains all users and computers of the sales department.

Y¥ou need to install a Microsoft Office 2007 application only on the computers in the Sales organizational unit.

Y¥ou create a GPO named Salesapp GPO.

What should you do next?

A, Configure the GPO to assign the application to the computer account, Link the SalesaPP GPO to the daomain,
~ B. Configure the GPO to assign the application to the user account. Link the SalesaPP GPO to the Sales organizational unit in each location,
7 ¢, Configure the GPO to publish the application to the user account, Link the SalesaPP GPO to the Sales organizational unit in each location.

D, Configure the GPO to assign the application to the computer account. Link the SalesaPP GPO to the Sales organizational unit in each
location.

3

Your company has an Active Directory domain.

A user attempts to log on to the domain from a client computer and receives the following message: "This user account has expired, Ask your
administrator to reactivate the account."

You need to ensure that the user is able to log on to the domain.

VWhat should wou do?

T 4, Modify the properties of the user account to set the account to never expire.
B, Modify the properties of the user account to extend the Logon Hours setting.
7 ¢, Modify the properties of the user account to set the password to never expire.

0, Modify the default domain policy to decrease the account lockout duration,

4

All consultants belong to a global group named TempWorkers.

You place three file servers in a new organizational unit named SecureServers. The three file servers contain confidential data located in shared
folders,

You need to record any failed attempts made by the consultants to access the confidential data.

Which two actions should you perfarm? (Each correct answer presents part of the solution. Choose two.)

[~ A, Create and link a new GPO to the SecureServers organizational unit., Configure the Audit privilege use Failure audit policy setting.
[T B. Create and link a new GPO to the SecureServers organizational unit. Canfigure the Audit object access Failure audit policy setting.

[T C. Create and link a new GPO to the SecureServers arganizational unit, Configure the Deny access to this computer from the network
user rights setting for the TempWorkers global group.

[~ D. ©n each shared folder on the three file servers, add the three servers to the Auditing tab. Configure the Failed Full control setting in
the Auditing Entry dizlog box.

[T E. ©n each shared falder on the three file servers, add the TempWorkers global group to the Auditing tab, Configure the Failed Full control
setting in the Auditing Entry dialog box,



5

Your campany has an organizational unit named Production. The Production organizational unit has a child organizational unit named R&D. You
create 3 GPO named Software Deployment and link it to the Production organizational unit. You create a shadow group for the RED organizational
unit.

You need to deploy an application to users in the Production organizational unit. You also need to ensure that the application is not deployed to
users in the R&D organizational unit.

What are two possible ways to achieve this goal? (Each correct answer presents a complete solution. Choose two.)

[~ 4. Configure the Enforce setting on the software deployment GPO.
[~ B, Configure the Block Inheritance setting on the R&D arganizational unit.
- ¢. Configure the Block Inheritance setting on the Production arganizational unit.

[~ D. Configure security filtering on the Software Deployment GPO to Deny Apply group policy for the RED security group.

6

Your company has an Active Directory domain. The company has purchased 100 new computers,
You want to deploy the computers as members of the domain.
You need to create the computer accounts in an organizational unit,

What should you do?

~ 4. Run the csvde —f computers.csv command.
~ B, Run the Idifde —f computers.ldf command.
7~ ¢, Run the dsadd computer <computerdn> command.

~ D, Run the dsmod computer <computerdn> command,

7

Your company hires 10 new employees, You want the new employees to connect to the main office through a ¥PN connection. You create new
user accounts and grant the new employees the allow Read and Allow Execute permissions to shared resources in the main office.

The new employees are unable to access shared resources in the main office,
You need to ensure that users are able to establish 2 WPN connection to the main office.

What should you do?

4, Grant the new employees the allow Full control permission,
™ B, Grant the new employees the Allow Access Dial-in permission,
¢, Add the new employees to the Remote Desktop Users security group.

D, Add the new employees to the Windows Authorization Access security group.

8

Your company has an active Directory forest that contains Windows Server 2008 domain controllers and DNS servers. all client computers run
Windows XP.

You need to use your client computers to edit domain-based GPOs by using the ADMX files that are stored in the ADMK central store,

What should you do?

A, Add your account to the Domain Admins group.
B, Upgrade your client computers to Windows Yista.

7 ¢, Install .NET Framework 3.0 on your client computer,

© D, Create a folder on PDC emulator for the domain in the PalicyDefinitions path, Copy the ADMX files to the PolicyDefinitions folder,

9

Your company has an active Directory forest, The company has branch offices in three locations. Each location has an organizational unit.
You need to ensure that the branch office administrators are able to create and apply GPOs only to their respective organizational units.

which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

[~ 4. Add the user accounts of the branch office administrators to the Group Policy Creator Owners Group.
[~ B, Maodify the Managed By tab in each arganizational unit to add the branch office administrators to their respective arganizational units.
[~ C. Run the Delegation of Contral Wizard and delegate the right to link GPOs for the domain to the branch office administrators,

[T D. Run the Delegation of Control Wizard and delegate the right to link GPOs for their branch organizational units to the branch office
administrataors.



Your network consists of a single Active Directory domain. The functional level of the forest is Windows Server 2008,
You need to create multiple passwoard policies for users in your domain,

What should you do?

T 4, From the Schema snap-in, create multiple class schema objects.
B, From the ADSI Edit snap-in, create multiple Password Setting objects,
T . From the Security Configuration Wizard, create multiple security policies.

D, From the Group Palicy Management snap-in, create multiple Group Palicy objects,

11

You need to identify all failed logon attempts on the domain controllers,

What should you do?

A, Run Event Wiewer,
o B, VYiew the Netlogon.log file.
T ¢, PRun the Security Configuration Wizard,

D, Wiew the Security tab on the domain controller computer object.

You have a domain controller that runs Windows Server 2008 and is configured as a DMNS server.
You need to record all inbound DNS gueries to the server,

What should you configure in the DNS Manager console?

< A, Enable debug logging.
T B, Enable automatic testing for simple queries.
", Enable automatic testing for recursive queries.

0. Configure event logging to log errors and warnings.

13

You have a domain controller that runs Windows Server 2008, The Windows Server Backup feature is installed on the domain controller,
You need to perform a non-authoritative restore of the domain controller by using an existing backup file,

What should you dav

T &4, PRestart the domain controller in Directory Services Restore Maode, Use the WBADMIN command to perform a critical volume restore,

¢ B. Restart the domain controller in Directory Services Restore Mode, Use the Windows Server Backup snap-in to perform a critical volume
restore.

T C, PRestart the domain controller in safe mode, Use the Windows Server Backup snap-in to perform a critical volume restore,

0. Restart the domain controller in safe mode. Use the WBADMIN command to perform a critical volume restore.

14

You need to remove the Active Directory Domain Services server role from a domain controller named DC1.

What should you dao?

~ &, Run the netdom remove DC1 command.
B, Run the nltest fremove_server: DC1 command.
7 ¢, Run the Dcpromo utility, Remove the Active Directory Domain Services server role,

" 0. Reset the Domain Controller computer account by using the Active Directory Users and Computers utility.

15

Your network consists of a single Active Directory domain. all domain controllers run Windows Server 2008,
You need to capture all replication errors from all domain controllers to a central location,

What should you do?

o &, Configure event log subscriptions.
T B, Start the System Performance data collector set,
T C, Start the Active Directory Diagnostics data collector set.

D, Install Network Manitor and create a new a new capture.



16

Your company has an Active Directory forest that contains multiple domain controllers. The domain controllers run Windows Server 2008,
You need to perform an authoritative restore of a deleted organizational unit and its child ohjects,

Which four actions should you perform in sequence? (To answer, move the appropriate four actions from the list of actions to the answer area, and
arrange them in the correct order.)

Use the Mtdsutil utility to mark the organizational unit as
authaoritative.

| Use the Dsadd utility to recreate the organizational unit. |

| Restart the domain controller in Safe Mode. |

Restore the system state data to a date before the organizational
unit was deleted,

& &
€ |»

Restart the domain controller, |

Restart the domain controller in Directory Services Restore Mode
{DSREM).

17

Your network consists of an Active Directory forest that contains one domain. all domain controllers run Windows Server 2008 and are configured
as DNS servers. You hawve an Active Directory-integrated zone.

You have two Active Directory sites. Each site contains five domain controllers.
¥ou add a new NS record to the zone.
Y¥ou need to ensure that all domain controllers immediately receive the new NS record.

What should you do?

T &, From the DNS Manager consale, reload the zone.
" B. From the Services snap-in, restart the DNS Server service.
7 C. From the command prompt, run repadmin /syncall.

D, From the DNS Manager consaole, increase the version number of the SOA record.

18

Your company has an Active Directory domain that runs Windows Server 2008, The Sales OU cantains an OU for Computers, an OU for Groups,
and an QU far Users,

You perform nightly backups. &n administrator deletes the Groups OU.
You heed to restore the Groups OU without affecting users and computers in the Sales OU,
What should wou dao?

Perform an authoritative restore of the Sales OU,

a3
[a=]

Perfarm an authoritative restore of the Groups OU.
7 ¢, Perform a non-authoritative restore of the Groups OU.

o 0, Perform a non-authoritative restare of the Sales OU.

19

Your netwark consists of an Active Directory forest that contains one domain named contoso.com. All domain controllers run Windows Server 2008
and are configured as DMNS servers, You have two Active Directory-integrated zones: contoso.com and nwtraders.caom.

You need to ensure a user is able to modify records in the contoso.com zone, You must prevent the user from modifying the S04 record in the
nwtraders.com zone.,

what should you do?

T4, From the DMS Manager console, madify the permissions of the contoso.cam zane.
 B. From the DNS Manager consale, modify the permissions of the nwtraders.com zone,
T C. From the Active Directory Users and Computers console, run the Delegation of Control Wizard,

D, From the Active Directory Users and Computers consale, modify the permissions of the Damain Cantrallers organizational unit (O},



