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Exam 156.215.80 - Check Point Certified Security Administrator R80 

NO.1  

What does it mean if Bob gets this result on an object search? Refer to the image below. 

Choose the BEST answer.  

A. Search detailed is missing the subnet mask.

B. There is no object on the database with that name or that IP address.

C. There is no object on the database with that IP address.

D. Object does not have a NAT IP address.

Answer: B 

NO.2  

Fill in the blank: By default, the SIC certificates issued by R80 Management Server are based on the 

____________ algorithm. 

A. SHA-256

B. SHA-200

C. MD5

D. SHA-128

Answer: A 

NO.3 

Where can you trigger a failover of the cluster members? 

1. Log in to Security Gateway CLI and run command clusterXL_admin down.

2. In SmartView Monitor right-click the Security Gateway member and select Cluster member stop.

3. Log into Security Gateway CLI and run command cphaprob down.

A. 1, 2, and 3

B. 2 and 3

C. 1 and 2

D. 1 and 3

Answer: C 



NO.4 

ALPHA Corp has a new administrator who logs into the Gaia Portal to make some changes. He realizes that 

even though he has logged in as an administrator, he is unable to make any changes because all configuration 

options are greyed out as shown in the screenshot image below. What is the likely cause for this? 

 

A. The Gaia /bin/confd is locked by another administrator from a SmartConsole session. 

B. The database is locked by another administrator SSH session. 

C. The Network address of his computer is in the blocked hosts. 

D. The IP address of his computer is not in the allowed hosts. 

 

Answer: B 

Explanation 

There is a lock on top left side of the screen. B is the logical answer. 

 

 

NO.5 

Which tool is used to enable cluster membership on a Gateway? 

A.  SmartUpdate 

B.  cpconfig 

C.  SmartConsole 

D.  sysconfig 

 

Answer: B 

 

NO.6 

When should you generate new licenses?  

A. Before installing contract files.  

B. After a device upgrade 

C. When the existing license expires, license is upgraded or the IP address associated with the license changes.  

D. Only when the license is upgraded.  

 

Answer: B  



 

NO.7 

The security Gateway is installed on GAiA R80 The default port for the WEB User Interface is _______ . 

A. TCP 18211 

B. TCP 257 

C. TCP 4433 

D. TCP 443 

 

Answer: D 

 

 

NO.8 

By default, which port does the WebUI listen on? 

A. 80 

B. 4434 

C. 443 

D. 8080 

 

Answer: C 

 

 

NO.9 

Which of the following is used to initially create trust between a Gateway and Security Management Server? 

A. Internal Certificate Authority 

B. Token 

C. One-time Password 

D. Certificate 

 

Answer: C 

Explanation 

To establish the initial trust, a gateway and a Security Management Server use a one-time password. 

After the initial trust is established, further communication is based on security certificates. 

 

 

NO.10 

Fill in the blank: The __________ is used to obtain identification and security information about network users. 

A. User Directory 

B. User server 

C. UserCheck 

D. User index 

 

Answer: A 

 



NO.11 

Look at the screenshot below. What CLISH command provides this output? 

 
A. show configuration all 

B. show confd configuration 

C. show confd configuration all 

D. show configuration  

 

Answer: D 

 

 

NO.12  

Fill in the blank: The tool _______ generates a R80 Security Gateway configuration report. 

A.  infoCP 

B.  infoview 

C.  cpinfo 

D.  fw cpinfo 

 

Answer: C 

CPInfo is an auto-updatable utility that collects diagnostics data on a customer's machine at the time 

of execution and uploads it to Check Point servers (it replaces the standalone cp_uploader utility for 

uploading files to Check Point servers). 

The CPinfo output file allows analyzing customer setups from a remote location. Check Point support 

engineers can open the CPinfo file in a demo mode, while viewing actual customer Security Policies 

and Objects. This allows the in-depth analysis of customer's configuration and environment settings. 

When contacting Check Point Support, collect the cpinfo files from the Security Management server 

and Security Gateways involved in your case. 



NO.13 

What object type would you use to grant network access to an LDAP user group? 

A. Access Role 

B. User Group 

C. SmartDirectory Group 

D. Group Template 

 

Answer: B 

 

 

NO.14 

Which one of the following is the preferred licensing model? Select the Best answer. 

A. Local licensing because it ties the package license to the IP-address of the gateway and has no dependency 

of the Security Management Server. 

B. Central licensing because it ties the package license to the IP-address of the Security Management Server 

and has no dependency of the gateway. 

C. Local licensing because it ties the package license to the MAC-address of the gateway management 

interface and has no Security Management Server dependency. 

D. Central licensing because it ties the package license to the MAC-address of the Security Management 

Server Mgmt-interface and has no dependency of the gateway. 

 

Answer: B 

A Central License is a license attached to the Security Management server IP address, rather than the gateway 

IP address. 

 

 

NO.15 

Administrator Dave logs into R80 Management Server to review and makes some rule changes. He notices that 

there is a padlock sign next to the DNS rule in the Rule Base. 

 

What is the possible explanation for this? 

A. DNS Rule is using one of the new features of R80 where an administrator can mark a rule with the padlock 

icon to let other administrators know it is important. 

B. Another administrator is logged into the Management and currently editing the DNS Rule. 

C. DNS Rule is a placeholder rule for a rule that existed in the past but was deleted. 

D. This is normal behavior in R80 when there are duplicate rules in the Rule Base. 

 

Answer: B 



NO.16 

Choose what BEST describes a Session.  

A. Starts when an Administrator publishes all the changes made on SmartConsole.  

B. Starts when an Administrator logs in through SmartConsole and ends when the Administrator logs out. 

C. Sessions ends when policy is pushed to the Security Gateway.  

D. Sessions locks the policy package for editing.  

 

Answer: B  

Explanation  

Administrator Collaboration More than one administrator can connect to the Security Management Server at the 

same time. Every administrator has their own username, and works in a session that is independent of the other 

administrators. When an administrator logs in to the Security Management Server through SmartConsole, a new 

editing session starts. The changes that the administrator makes during the session are only available to that 

administrator. Other administrators see a lock icon on object and rules that are being edited. To make changes 

available to all administrators, and to unlock the objects and rules that are being edited, the administrator must 

publish the session.  

 

NO.17 

Fill in the blank: An identity server uses a __________ to trust a Terminal Server Identity Agent. 

A. Shared secret 

B. Certificate 

C. One-time password 

D. Token 

 

Answer: A 

 

NO.18 

You are unable to login to SmartConsole. You login to the management server and run #cpwd_admin list with 

the following output. 

 

What reason could possibly BESTexplain why you are unable to connect to SmartConsole? 

A. CPD is down 

B. SVR is down 

C. CPM and FWM are down 

D. CPSM is down 

 

Answer: C 



NO.19  

Which of the following situations would not require a new license to be generated and installed? 

A. The Security Gateway is upgraded. 

B. The existing license expires. 

C. The license is upgraded. 

D. The IP address of the Security Management or Security Gateway has changed. 

 

Answer: A 

 

 

NO.20 

Which of the following is considered to be the more secure and preferred VPN authentication method? 

A. Password 

B. Certificate 

C. MD5 

D. Pre-shared secret 

 

Answer: B 

 

 

NO.21 

Fill in the blanks: In the Network policy with Inline layers, the default action for the Implied last rule is 

________ all traffic. However, in the Application Control policy layer, the default action is ________ all traffic. 

A. Accept; redirect 

B. Accept; drop 

C. Redirect; drop 

D. Drop; accept 

 

Answer: D 

 

 

NO.22  

When connected to the Check Point Management Server using the SmartConsole, the first administrator to 

connect has a lock on: 

A. Only the objects being modified in the Management Database and other administrators can connect to make 

changes using a special session as long as they all connect from the same LAN network. 

B. The entire Management Database and other administrators can connect to make changes only if the first 

administrator switches to Read-only. 

C. The entire Management Database and all sessions and other administrators can connect only as Read-only. 

D. Only the objects being modified in his session of the Management Database and other administrators can 

connect to make changes using different sessions. 

 

Answer: D 



NO.23 

At what point is the Internal Certificate Authority (ICA) created? 

A. Upon creation of a certificate 

B. During the primary Security Management Server installation process. 

C. When an administrator decides to create one. 

D. When an administrator initially logs into SmartConsole. 

 

Answer: B 

Introduction to the ICA 

The ICA is a Certificate Authority which is an integral part of the Check Point product suite. It is fully 

compliant with X.509 standards for both certificates and CRLs. See the relevant X.509 and PKI 

documentation, as well as RFC 2459 standards for more information. You can read more about Check 

Point and PKI in the R76 VPN Administration Guide. 

The ICA is located on the Security Management server. It is created during the installation process, 

when the Security Management server is configured. 

 

 

NO.24  

View the rule below. What does the pen-symbol in the left column mean? 

 

A. Those rules have been published in the current session. 

B. Rules have been edited by the logged in administrator, but the policy has not been published yet. 

C. Another user has currently locked the rules for editing. 

D. The configuration lock is present. Click the pen symbol in order to gain the lock. 

 

Answer: B 

 

 

NO.25 

Which of the following is NOT a SecureXL traffic flow? 

A. Medium Path 

B. Accelerated Path 

C. High Priority Path 

D. Slow Path 

 

Answer: C 

 



NO.26 

Fill in the blank: Permanent VPN tunnels can be set on all tunnels in the community, on all tunnels for specific 

gateways, or__________. 

A. On all satellite gateway to satellite gateway tunnels 

B. On specific tunnels for specific gateways 

C. On specific tunnels in the community 

D. On specific satellite gateway to central gateway tunnels 

 

Answer: C 

Each VPN tunnel in the community may be set to be a Permanent Tunnel. Since Permanent Tunnels are 

constantly monitored, if the VPN tunnel is down, then a log, alert, or user defined action, can be issued. A VPN 

tunnel is monitored by periodically sending "tunnel test" packets. As long as responses to the packets are 

received the VPN tunnel is considered "up." If no response is received within a given time period, the VPN 

tunnel is considered "down." Permanent Tunnels can only be established between Check Point Security 

Gateways. The configuration of Permanent Tunnels takes place on the community level. 

 

 

NO.27 

Examine the sample Rule Base. 

 
What will be the result of a verification of the policy from SmartConsole? 

A. No errors or Warnings 

B. Verification Error. Empty Source-List in Rule 5 (Mail Inbound) 

C. Verification Error. Rule 4 (Web Inbound) hides Rule 6 (Webmaster access) 

D. Verification Error. Rule 7 (Clean-Up Rule) hides Implicit Clean-up Rule 

 

Answer: C 



NO.28  

Which of the following is NOT a VPN routing option available in a star community? 

A. To satellites through center only 

B. To center, or through the center to other satellites, to Internet and other VPN targets 

C. To center and to other satellites through center 

D. To center only 

 

Answer: A 

SmartConsole 

For simple hubs and spokes (or if there is only one Hub), the easiest way is to configure a VPN star community 

in R80 SmartConsole: 

1. On the Star Community window, in the: 

a. Center Gateways section, select the Security Gateway that functions as the "Hub". 

b. Satellite Gateways section, select Security Gateways as the "spokes", or satellites. 

2. On the VPN Routing page, Enable VPN routing for satellites section, select one of these options: 

a. To center and to other Satellites through center - This allows connectivity between the Security Gateways, for 

example if the spoke Security Gateways are DAIP Security Gateways, and the Hub is a Security Gateway with 

a static IP address. 

b. To center, or through the center to other satellites, to internet and other VPN targets - This allows 

connectivity between the Security Gateways as well as the ability to inspect all communication passing through 

the Hub to the Internet. 

3. Create an appropriate Access Control Policy rule. 

4. NAT the satellite Security Gateways on the Hub if the Hub is used to route connections from Satellites to the 

Internet. 

The two Dynamic Objects (DAIP Security Gateways) can securely route communication through the Security 

Gateway with the static IP address. 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80BC_VPN/html_frameset.htm 

 

NO.29  

Fill in the blank: Gaia can be configured using the _______ or ______ . 

A. Gaia; command line interface 

B. WebUI; Gaia Interface 

C. Command line interface; WebUI 

D. Gaia Interface; GaiaUI 

 

Answer: C 

Configuring Gaia for the First Time 

In this Section: 

Running the First Time Configuration Wizard in WebUI 

Running the First Time Configuration Wizard in CLI 

After you install Gaia for the first time, use the First Time Configuration Wizard to configure the 

system and the Check Point products on it. 

 



NO.30 

Which two Identity Awareness daemons are used to support identity sharing? 

A. Policy Decision Point (PDP) and Policy Enforcement Point (PEP) 

B. Policy Enforcement Point (PEP) and Policy Manipulation Point (PMP) 

C. Policy Manipulation Point (PMP) and Policy Activation Point (PAP) 

D. Policy Activation Point (PAP) and Policy Decision Point (PDP) 

 

Answer: A 

 

NO.31 

What is the purpose of the Clean-up Rule? 

A. To log all traffic that is not explicitly allowed or denied in the Rule Base 

B. To clean up policies found inconsistent with the compliance blade reports 

C. To remove all rules that could have a conflict with other rules in the database 

D. To eliminate duplicate log entries in the Security Gateway 

 

Answer: A 

These are basic access control rules we recommend for all Rule Bases: 

There is also an implied rule that drops all traffic, but you can use the Cleanup rule to log the traffic. 

 

 

NO.32 

Fill in the blanks: Default port numbers for an LDAP server is ______ for standard connections and _______ 

SSL connections. 

A. 675, 389 

B. 389, 636 

C. 636, 290 

D. 290, 675 

 

Answer: B 

A client starts an LDAP session by connecting to an LDAP server, called a Directory System Agent (DSA), by 

default on TCP and UDP port 389, or on port 636 for LDAPS. Global Catalog is available by 

default on ports 3268, and 3269 for LDAPS. 

 

 

NO.33 

DLP and Geo Policy are examples of what type of Policy? 

A. Standard Policies 

B. Shared Policies 

C. Inspection Policies 

D. Unified Policies 

 

Answer: B 




