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QUESTION 1 
What is the difference in data transmission delivery and reliability between TCP and UDP? 

A. TCP transmit data at higher rate and ensures packet delivery. UDP retransmits lost data to ensure

applications receive the data on the remote end

B. TCP requires the connection to be established before transmitting data. UDP transmits data at a higher rate

without ensuring packet delivery.

C. UDP is used for multicast and broadcast communication. TCP is used for unicast communication and

transmits data at a higher rate with error checking

D. UDP sets up a connection between both devices before transmitting data. TCP uses the three-way

handshake to transmit data with a reliable connection.

Answer: B 

QUESTION 2 
How do TCP and UDP differ in the way they guarantee packet delivery? 

A.  TCP uses checksum, acknowledgement, and retransmissions, and UDP uses checksums only.

B.  TCP uses retransmissions, acknowledgement and parity checks and UDP uses cyclic redundancy checks

only.

C.  TCP uses checksum, parity checks, and retransmissions, and UDP uses acknowledgements only.

D.  TCP uses two-dimensional parity checks, checksums, and cyclic redundancy checks and UDP uses

retransmissions only.

Answer: A  

TCP 傳送過程需要 receiver 收到 packet 後發送 acknowledgement，相對安全可靠，而 UDP 不須回覆 Ack。 



QUESTION 3 

What is the function of a server? 
A. It transmits packets between hosts in the same broadcast domain

B. It provides shared applications to end users

C. It creates security zones between trusted and untrusted networks

D. It routes traffic between Layer 3 devices

Answer: B 

QUESTION 4 
What is the primary function of a Layer 3 device? 

A. to forward traffic within the same broadcast domain

B. to pass traffic between different networks

C. to analyze traffic and drop unauthorized traffic from the Internet

D. to transmit wireless traffic between hosts

Answer: B 

QUESTION 5 
What are two differences between optical-fiber cabling and copper cabling? (Choose two.) 

A. Fiber connects to physical interfaces using RJ-45 connections.

B. The data can pass through the cladding.

C. Light is transmitted through the core of the fiber.

D. The glass core component is encased in a cladding.

E. A BNC connector is used for fiber connections.

Answer: C, D 

光纖透過 "纖芯 (core)" 傳送數據，而纖芯被 "包層 (cladding)" 包封及保護，和用作光線折射之用。 



QUESTION 6 
What are two similarities between UTP Cat 5e and Cat 6a cabling? (Choose two) 

A. Both operate at a frequency of 500 MHz

B. Both support runs of up to 55 meters

C. Both support speeds of at least 1 Gigabit

D. Both support runs of up to 100 meters

E. Both support speeds up to 10 Gigabit.

Answer: C, D 

QUESTION 7 

What is the same for both copper and fiber interfaces when using SFP modules? 

A. They offer reliable bandwidth up to 100 Mbps in half duplex mode

B. They support an inline optical attenuator to enhance signal strength

C. They provide minimal interruption to services by being hot-swappable

D. The accommodate single-mode and multi-mode in a single module

Answer: C 



QUESTION 8 
A device detects two stations transmitting frames at the same time. This condition occurs after the first 64 bytes 

of the frame is received. Which interface counter increments? 

A. collision

B. late collision

C. runt

D. CRC

Answer: B 

以 100 Mbps Ethernet 為例，在正常情況下傳送 64 byte (512 bit) 資料，只需要 5.12 µs 微秒 (microseconds 

百萬分之一秒)，如果超出這個時間都未到達目的地的話，有可能是網絡超出 100 米的預設長度或出現

Duplex Mismatch。如果傳送 64 byte 資料後所發生的 collision，我們會稱為 late collision。(因為正常的 

collision 要發生的話只會在傳送後 5.12 µs 微秒內發生。) 

https://www.cisco.com/c/en/us/support/docs/interfaces-modules/port-adapters/12768-eth-collisions.html 

QUESTION 9 
What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two) 

A. when the sending device waits 15 seconds before sending the frame again

B. when the cable length limits are exceeded

C. when one side of the connection is configured for half-duplex

D. when Carrier Sense Multiple Access/Collision Detection is used

E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: B, C 



QUESTION 10 
What is a characteristic of private IPv4 addressing? 

A. traverse the Internet when an outbound ACL is applied

B. issued by IANA in conjunction with an autonomous system number

C. composed of up to 65,536 available addresses

D. used without tracking or registration

Answer: D 

QUESTION 11 
In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization? 

A. The ISP requires the new subnet to be advertised to the Internet for web services

B. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts

C. There is limited unique address space, and traffic on the new subnet will stay local within the organization

D. Traffic on the subnet must traverse a site-to-site VPN to an outside organization

Answer: C 

Private IP address (俗稱 "假 IP") 適合公司內部使用。 

QUESTION 12 
Which goal is achieved by the implementation of private IPv4 addressing on a network? 

A. allows servers and workstations to communicate across public network boundaries

B. provides a reduction in size of the forwarding table on network routers

C. allows communication across the Internet to other private networks

D. provides an added level of protection against Internet exposure

Answer: D  

因為 private IP address 不能直接連上 Internet，變相被 Internet 外來入侵的機會相對減少。 



QUESTION 13 

Refer to the exhibit. An engineer must add a subnet for a new office that will add 20 users to the network. 

Which IPv4 network and subnet mask combination does the engineer assign to minimize wasting addresses? 

A. 10.10.225.48 255.255.255.240

B. 10.10.225.32 255.255.255.240

C. 10.10.225.48 255.255.255.224

D. 10.10.225.32 255.255.255.224

Answer: D 

答案 A 和 B 不正確，因為當 subnet mask 係 255.255.255.240 的時候，可用的 IP address 只有 14 個，

不能滿足題目的需求 20 個 IP address。餘下的兩個答案 C 和 D，當 subnet mask 係 255.255.255.224 

的時侯，只有 10.10.225.32 的網絡是其中一個的 subnet。 

QUESTION 14 
A corporate office uses four floors in a building: 

Floor 1 has 24 users 

Floor 2 has 29 users 

Floor 3 has 28 users 

Floor 4 has 22 users 

Which subnet summarizes and gives the most efficient distribution of IP addresses for the router configuration? 

A. 192.168.0.0/25 as summary and 192.168.0.0/27 for each floor

B. 192.168.0.0/26 as summary and 192.168.0.0/29 for each floor

C. 192.168.0.0/24 as summary and 192.168.0.0/28 for each floor

D. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor

Answer: A 

這條題目說明每一層樓 少有 22 人， 多 29 人，要 most efficient 去分配 IP address 的話，只有答案 A 

的 /27 subnet 才有足夠的 IP address (30 個 IP address) 給每一樓層的 users 使用。答案 B 和 C 的 

subnet 沒有足夠的 IP address，因為 /29 只有 8 個可用 IP、而 /28 只有 14 個可用 IP，答案 D 的 /25 

subnet IP address 又會太多做成浪費，不能滿足題目要 most efficient 分配 IP address 的要求。 



QUESTION 15 

Refer to the exhibit. An engineer booted a new switch and applied this configuration via the console port. 

Which additional configuration must be applied to allow administrators to authenticate directly to enable 

privilege mode via Telnet using a local username and password?  

A. R1(config)#username admin privilege 15 secret p@ss1234

R1(config-if)#line vty 0 4

R1(config-line)#login local

B. R1(config)#username admin

R1(config-if)#line vty 0 4

R1(config-line)#password p@ss1234

C. R1(config)#username admin

R1(config-if)#line vty 0 4

R1(config-line)#password p@ss1234

R1(config-line)#transport input telnet

D. R1(config)#username admin secret p@ss1234

R1(config-if)#line vty 0 4

R1(config-line)#login local

R1(config)#enable secret p@ss1234

Answer: A 



QUESTION 16  

 

Refer to the exhibit. An administrator configures four switches for local authentication using passwords that are 

stored as a cryptographic hash. The four switches must also support SSH access for administrators to manage 

the network infrastructure. Which switch is configured correctly to meet these requirements?  

A. SW1  

B. SW2  

C. SW3  

D. SW4  

 

Answer: C 

 

 

QUESTION 17  
A network analyst is tasked with configuring the date and time on a router using EXEC mode. The date must be 

set to January 1, 2020 and the time must be set to 10:00 am. Which command should be used? 

A. clock summer-time date 

B. clock summer-time recurring 

C. clock set 

D. clock timezone 

 

Answer: C 



QUESTION 18  
The service password-encryption command is entered on a router. What is the effect of this 

configuration?  

A. restricts unauthorized users from viewing clear-text passwords in the running configuration  

B. encrypts the password exchange when a VPN tunnel is established  

C. prevents network administrators from configuring clear-text passwords  

D. protects the VLAN database from unauthorized PC connections on the switch  

 

Answer: A  

 

 

QUESTION 19  
An office has 8 floors with approximately 30-40 users per floor. One subnet must be used. Which command 

must be configured on the router Switched Virtual Interface to use address space efficiently? 

A.  ip address 192.168.0.0 255.255.0.0 

B.  ip address 192.168.0.0 255.255.254.0 

C.  ip address 192.168.0.0 255.255.255.128 

D.  ip address 192.168.0.0 255.255.255.224 

 

Answer: B 

這題說明 8 層樓每層 多 40 個 users，合共 多 320 個 IP address，而題目要求只需要 1 個 subnet，所以

要用 255.255.254.0 作為 subnet mask 組成一個擁用 多 512 個 IP address 的 subnet 便可滿足要求。

 



QUESTION 20  
Why was the RFC 1918 address space defined? 

A. conserve public IPv4 addressing 

B. reduce instances of overlapping IP addresses 

C. support the NAT protocol 

D. preserve public IPv6 address space 

 

Answer: A 

專用網路 (Private network) 是指遵守 RFC 1918 (IPv4) 規範，使用專用 IP 位址空間的網路。 

https://datatracker.ietf.org/doc/html/rfc1918 

 
 

QUESTION 21  
Which action does the router take as it forwards a packet through the network? 

A. The route encapsulates the source and destination IP addresses with the sending router IP address as the 

source and the neighbor IP address as the destination 

B. The router encapsulates the original packet and then includes a tag that identifies the source router MAC 

address and transmits it transparently to the destination 

C. The router replaces the original source and destination MAC addresses with the sending router MAC 

address as the source and neighbor MAC address as the destination 

D. The router replaces source and destination labels with the sending router interface label as a source and the 

next hop router label as a destination 

 

Answer: C 

 



 

QUESTION 22  

 

Refer to the exhibit. When PC-A sends traffic to PC-B, which network component is in charge of receiving the 

packet from PC-A, verifying the IP address, and forwarding the packet to PC-B? 

A. firewall 

B. load balancer 

C. Layer 2 switch 

D. router 

 

Answer: D 

Router 接收 PC-A packet 之後，根據 packet 目的地的 IP address，再檢查 routing table 的 routing 

path，然後決定傳送路徑至 PC-B。 

 

 

 

QUESTION 23  
A packet is destined for 10.10.1.22. Which static route does the router choose to forward the packet?  

A. ip route 10.10.1.0 255.255.255.240 10.10.255.1  

B. ip route 10.10.1.20 255.255.255.252 10.10.255.1  

C. ip route 10.10.1.20 255.255.255.254 10.10.255.1  

D. ip route 10.10.1.16 255.255.255.252 10.10.255.1  

 

Answer: B  

這題是考驗你 subnetting 技巧和設定 static route 指令的題目，如果 Packet 的目的地是 10.10.1.22，我

們要選取答案 B，因為如果 subnet mask 是 255.255.255.252 的話，目的地 IP address 10.10.1.22 只可

以在網絡 10.10.1.20 之中。所以答案 B 是正確。 

 

 

 



QUESTION 24  

 
Refer to the exhibit. Which command configures a floating static route to provide a backup to the primary link? 

A.  ip route 209.165.201.0 255.255.255.224 209.165.202.130 

B.  ip route 209.165.200.224 255.255.255.224 209.165.202.129 254 

C.  ip route 0.0.0.0 0.0.0.0 209.165.200.224 

D.  ip route 0.0.0.0 0.0.0.0 209.165.202.131 

 

Answer: B 

 
 

QUESTION 25  
What are two reasons for an engineer to configure a floating static route? (Choose two.)  

A. to route traffic differently based on the source IP of the packet  

B. to enable fallback static routing when the dynamic routing protocol fails  

C. to automatically route traffic on a secondary path when the primary path goes down  

D. to control the return path of traffic that is sent from the router  

E. to support load balancing via static routing  

 

Answer: B, C 

Floating static route 可根據調節 Administrative Distance (AD) 數值大小控制使用先後次序。 

Reference: https://www.ciscopress.com/articles/article.asp?p=2180209&seqNum=7 



QUESTION 26 

 

Refer to the exhibit. Routers R1 and R2 have been configured with their respective LAN interfaces. The two 

circuits are operational and reachable across WAN. Which command set establishes failover redundancy if the 

primary circuit goes down? 

A. R1(config)# ip route 10.10.13.10 255.255.255.255 10.10.10.6 

R2(config)# ip route 192.168.0.100 255.255.255.255 10.10.10.5 

 

B. R1(config)# ip route 10.10.13.10 255.255.255.255 10.10.10.2 

R2(config)# ip route 192.168.0.100 255.255.255.255 10.10.10.1 

 

C. R1(config)# ip route 0.0.0.0 0.0.0.0 10.10.10.6 

R2(config)# ip route 0.0.0.0 0.0.0.0 10.10.10.5 

 

D. R1(config)# ip route 0.0.0.0 0.0.0.0 10.10.10.6 2 

R2(config)# ip route 0.0.0.0 0.0.0.0 10.10.10.5 2 

 

Answer: D 

 



 

QUESTION 27  
Router R1 must send all traffic without a matching routing-table entry to 192.168.1.1. Which configuration 

accomplishes this task?  

A.  R1# config t  

R1(config)# ip routing  

R1(config)# ip route default-route 192.168.1.1  

B.  R1# config t  

R1(config)# ip routing  

R1(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1  

C.  R1# config t  

R1(config)# ip routing  

R1(config)# ip route 192.168.1.1 0.0.0.0 0.0.0.0  

D. R1# config t  

R1(config)# ip routing  

R1(config)# ip default-gateway 192.168.1.1  

 

Answer: B  

這題是考驗你設定 default route 指令的題目，十分簡單。# ip route 0.0.0.0 0.0.0.0 192.168.1.1 

 

 

QUESTION 28  

 

Refer to the exhibit. If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 

10.13.0.1 120 command, how does the router respond?  

A. It ignores the new static route until the existing OSPF default route is removed 

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route 

C. It starts load-balancing traffic between the two default routes 

D. It starts sending traffic without a specific matching entry in the routing table to Gigabit Ethernet0/1 

 

Answer: A 

The above default route command has the Administrative Distance (AD) of 120, which is bigger than the AD of 

OSPF External route (O*E2) so it will not be pushed into the routing table until the current OSPF External 

route is removed. 

 

 



 

QUESTION 29  
R1 has learned route 10.10.10.0/24 via numerous route protocols. Which route is installed? 

A. route with the lowest cost 

B. route with the lowest administrative distance 

C. route with the next hop that has the highest IP 

D. route with the shortest prefix length 

 

Answer: B 

Administrative Distance (AD) 是路由信息來源的可信賴級別。如果 Router 收到來自“多個”路由協議的 

routing path，並且所有路徑都具有“相同”的 prefix length，就會比較 AD 數值並以 少的 AD 決定

routing path。 

 

 

QUESTION 30  

 

Refer to the exhibit. Which two prefixes are included in this routing table entry? (Choose two) 

A. 192.168.1.17 

B. 192.168.1.61 

C. 192.168.1.64 

D. 192.168.1.127 

E. 192.168.1.254 

 

Answer: A, B 

如果 network number 由 0 開始，/26 的 subnet IP address 範圍即是由 0  63，所以答案 A 和 B 是正確。 

 

 

 

 



QUESTION 31  

 
Refer to the exhibit. A packet is being sent across router R1 to host 172.16.3.14. To which destination does the 

router send the packet?  

A. 207.165.200.246 via Serial0/1/0  

B. 207.165.200.254 via Serial0/0/0  

C. 207.165 200.254 via Serial0/0/1  

D. 207.165.200.250 via Serial0/0/0  

 

Answer: C 

如果前往 host 172.16.3.14，Router 基於 longest subnet perfix 便會選擇 OSPF 這條路徑處理，即是這一行  

"O  172.16.3.0/28 [110/84437] via 207.165.200.254, 00:00:28, Serial0/0/1" 

而這個網絡 172.16.3.0/28 subnet 包含的 IP address 範圍是 0  15。 

 

QUESTION 32  

 
Refer to the exhibit. A packet is being sent across router R1 to host 172.16.0.14. To which destination does the 

router send the packet?  

A. 209.165.200.246 via Serial0/1/0  

B. 209.165.200.254 via Serial0/0/0  

C. 209.165 200.254 via Serial0/0/1  

D. 209.165.200.250 via Serial0/0/0  

 

Answer: A 

這題小心和上一題混淆，圖片和答案選擇都有點不同。這題問如果前往 host 172.16.0.14，由於在 routing 

table 內沒有特定處理這個 network 的 routing path，所以 後會由 default route 處理，即是 S* 那一

行，所以 Router 會交給 209.165.200.246 via Serial0/1/0 處理相關 packet。 



 

QUESTION 33  
An engineer must configure an OSPF neighbor relationship between router R1 and R3. The authentication 

configuration has been configured and the connecting interfaces are in the same 192.168.1.0/30 subnet. What 

are the next two steps to complete the configuration? (Choose two) 

A. configure both interfaces with the same area ID 

B. configure both interfaces as OSPF active on both sides 

C. configure the hello and dead timers to match on both sides 

D. configure the same router ID on both routing processes 

E. configure the same process ID for the router OSPF process 

 

Answer: A, C 

 

 

QUESTION 34  
An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is 

in the proper mode?  

A. Exchange  

B. 2-way  

C. Full  

D. Init  

 

Answer: C 

雙方 router 成功完成 OSPF 的資料交換便進入 FULL state 狀態。 

 



QUESTION 35  
A user configured OSPF and advertised the Gigabit Ethernet interface in OSPF. By default, to which type of 

OSPF network does this interface belong?  

A. point-to-multipoint  

B. point-to-point  

C. broadcast  

D. nonbroadcast  

 

Answer: C 

  

 

 

QUESTION 36  
A user configured OSPF in a single area between two routers. A serial interface connecting R1 and R2 is 

running encapsulation PPP. By default which OSPF network type is seen on this interface when the user types 

show ip ospf interface on R1 or R2?  

A. port-to-multipoint  

B. broadcast  

C. point-to-point  

D. non-broadcast  

 

Answer: C 

  



 

QUESTION 37  

 
Refer to the exhibit. What does router R1 use as its OSPF router-ID? 

A. 10.10.1.10 

B. 10.10.10.20 

C. 172.16.15.10 

D. 192.168.10.1 

 

Answer: C 

Router ID 用作選舉網絡中的領袖 Designated Router (DR)，數值越大越有機會做領袖。 

Router ID 的選擇次序： 

首選：檢查是否有使用 router-id x.x.x.x 這個指令手動設定 RID。 

次選：如果沒有使用 router-id 指令，便選擇 Loopback 介面中 高的 IP 將之設定為 RID。 

後：如果以上都沒有，便會選擇“實體介面”中 高的 IP address，將之設定為 RID。 

 

 

QUESTION 38  
What is the effect when loopback interfaces and the configured router ID are absent during the OSPF Process 

configuration? 

A. The highest up/up physical interface IP address is selected as the router ID 

B. No router ID is set, and the OPSF protocol does not run 

C. The lowest IP address is incremented by 1 and selected as the router ID 

D. The router ID 0.0.0.0 is selected and placed in the OSPF process 

 

Answer: A 

 



QUESTION 249  
Drag and drop the application protocol from the left onto the transport protocols that it uses on the right. 

 

Answer: 

 

 

 

 

 



QUESTION 252  

 
 

Refer to the exhibit. An engineer is required to verify that the network parameters are valid for the users 

wireless LAN connectivity on a /24 subnet. Drag and drop the value from the left onto the network parameters 

on the right. Not all values are used. 

 

 

 

 

 

 

 

 

 

 



Select and Place: 

 
 

Answer:  

 
 

 

 

 

 

 

 

 

 

 



QUESTION 253 

Refer to the exhibit. Drag and drop the networking parameters from the left onto the correct values on the right. 

Select and Place: 

Answer: 




