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(350-401) Implementing Cisco Enterprise Network Core Technologies 
QUESTION 1 

What is one different between EIGRP and OSPF? 

A. EIGRP uses the variance command for unequal cost load balancing, and OSPF supports unequal cost

balancing by default

B. EIGRP uses the DUAL distance vector algorithm, and OSPF uses the Dijkstra link-state algorithm

C. OSPF use the DUAL distance vector algorithm, and EIGRP uses the Dijkstra link-state algorithm

D. OSPF is a Cisco propriety protocol, and EIGRP is an IETF open standard protocol

Answer: B 

QUESTION 2 

How does the EIGRP metric differ from the OSPF metric? 

A. The EIGRP metric is calculated based on bandwidth only. The OSPF metric is calculated on delay only

B. The EIGRP metric is calculated based on delay only. The OSPF metric is calculated on bandwidth and delay

C. The EIGRP metric is calculated based on bandwidth and delay. The OSPF metric is calculated on

bandwidth only

D. The EIGRP metric is calculated based on hop count and bandwidth. The OSPF metric is calculated on

bandwidth and delay

Answer: C 

QUESTION 3 

How does EIGRP differ from OSPF? 

A. EIGRP has a full map of the topology, and OSPF only knows directly connected neighbors

B. EIGRP is more prone to routing loops that OSPF

C. EIGRP use more CPU and memory than OSPF

D. EIGPR supports equal or unequal path cost, and OSPF supports only equal path cost

Answer: D 

QUESTION 4 

What is a Type 2 hypervisor? 

A. installed as an application on an already installed operating system

B. runs directly on a physical server and includes its own operating system

C. supports over-allocation of physical resources

D. also referred to as a “bare metal hypervisor” because it sits directly on the physical server

Answer: A 



 

QUESTION 5 

A server running Linux is providing support for virtual machines along with DNS and DHCP services for a 

small business. Which technology does this represent? 

A. Type 1 hypervisor 

B. Type 2 hypervisor 

C. hardware pass-thru 

D. container 

 

Answer: B 

 

 

QUESTION 6 

What is the different between CEF and process switching? 

A. Process switching is faster than CEF 

B. CEF is more CPU-intensive than process switching 

C. CEF process packets that are too complex for process switching to manage 

D. CEF uses the FIB and the adjacency table to make forwarding decisions, whereas process switching punts 

each packet. 

 

Answer: D 

 

 

QUESTION 7 

What is one benefit of implementing a VSS architecture? 

A. It uses a single database to manage configuration for multiple switches 

B. It provides multiple points of management for redundancy and improved support 

C. It uses GLBP to balance traffic between gateways 

D. It provides a single point of management for improved efficiency 

 

Answer: D 

 

 

QUESTION 8 

A company plans to implement intent-based networking in its campus infrastructure. Which design facilitates a 

migration from a traditional campus design to a programmable fabric design? 

A. two-tier 

B. three-tier 

C. routed access 

D. Layer 2 access 

 

Answer: A 

 



 

 

QUESTION 9 

How do cloud deployments differ from on-premises deployments? 

A. Cloud deployments are more customizable than on-premises deployments 

B. Cloud deployments have lower upfront cost that on-premises deployments 

C. Cloud deployments require longer implementation times than on-premises deployments 

D. Cloud deployments require less frequent upgrades than on-premises deployments 

 

Answer: B 

 

 

QUESTION 10 

How do the RIB and the FIB differ? 

A. RIB is derived from the control plane, and the FIB is derived from the RIB 

B. FIB is derived from the control plane, and the RIB is derived from data plane 

C. RIB contains the interface for a destination, and the FIB contains the next hop information 

D. FIB contains routes learned through a dynamic routing protocol, and the RIB contains routes that are static 

or directly connected. 

 

Answer: A, D 

 

 

QUESTION 11 

What is the purpose of the LISP routing and addressing architecture? 

A. It creates two entries for each network node, one for its identity and another for its location on the network 

B. It allows LISP to be applied as a network virtualization overlay through encapsulation 

C. It allows multiple instances of a routing table to co-exist within the same router 

D. It creates head-end replication used to deliver broadcast and multicast frames to the entire network 

 

Answer: A 

 

 

QUESTION 12 

What is one face about Cisco SD-Access wireless network deployments? 

A. The access point is part of the fabric underlay  

B. The WLC is part of the fabric underlay  

C. The access point is part the fabric overlay  

D. The wireless client is part of the fabric overlay  

 

Answer: C  

 

 



QUESTION 13 

  
Refer to the exhibit. What is the effect of these commands on the BR and HQ tunnel interfaces? 

BR(config)#interface tunnel1 

BR(config-if)#keepalive 5 3 

 

HQ(config)#interface tunnel1 

HQ(config-if)#keepalive 5 3 

 

A. The tunnel line protocol goes down when the keepalive counter reaches 6 

B. The tunnel line protocol goes down when the keepalive counter reaches 5 

C. The keepalive are sent every 5 seconds and 3 retries 

D. The keepalive are sent every 3 seconds and 5 retries 

 

Answer: C 

 

 

QUESTION 14 

  
Refer to the exhibit. MTU has been configured on the underlying physical topology, and no MTU command has 

been configured on the tunnel interfaces. What happens when a 1500-byte IPv4 packet traverses the GRE 

tunnel from host X to host Y, assuming the DF bit is cleared? 

A. The packet arrives on router C without fragmentation 

B. The packet arrives on router C fragmented 

C. The packet is discarded on router A 

D. The packet is discarded on router B 

 

Answer: B 

 



 

QUESTION 15 

  
Refer to the exhibit. PC-1 must access the web server on port 8080. To allow this traffic, which statement must 

be added to an access control list that is applied on SW2 port G0/0 in the inbound direction? 

A. permit tcp host 192.168.0.5 lt 8080 host 172.16.0.2 

B. permit tcp host 192.168.0.5 eq 8080 host 172.16.0.2 

C. permit tcp host 192.168.0.5 host 172.16.0.2 eq 8080 

D. permit tcp host 172.16.0.2 host 172.16.0.2 eq 8080 

 

Answer: B 

 

 

QUESTION 16 

  

Refer to the exhibit. A network engineer must configure a password expiry mechanism on the gateway router 

for all local passwords to expire after 60 days. What is required to complete this task? 

A. No further action is required. The configuration is complete 

B. Add the username admin privilege 15 common-criteria-policy Administrators password 0 Cisco13579! 

command 

C. The password expiry mechanism is on the AAA server and must be configured there 

D. Add the aaa authentication enable default Administrators command 

 

Answer: B 

 



 

QUESTION 17 

 

Refer to the exhibit. An engineer must establish eBGP peering between router R3 and router R4. Both routers 

should use their loopback interfaces as the BGP router ID. Which configuration set accomplishes this task? 

A. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.4.4.4 remote-as 100 
R3(config-router)# neighbor 10.4.4.4 update-source Loopback0 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.3.3.3 remote-as 200 
R4(config-router)# neighbor 10.3.3.3 update-source Loopback0 
 

B. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.24.24.4 remote-as 100 
R3(config-router)# bgp router-id 10.3.3.3 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.24.24.3 remote-as 200 
R4(config-router)# bgp router-id 10.4.4.4 

 

C. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.4.4.4 remote-as 100 
R3(config-router)# bgp router-id 10.3.3.3 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.3.3.3 remote-as 200 
R4(config-router)# bgp router-id 10.4.4.4 
 

D. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.24.24.4 remote-as 100 
R3(config-router)# neighbor 10.24.24.4 update-source Loopback0 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.24.24.3 remote-as 200 
R4(config-router)# neighbor 10.24.24.3 update-source Loopback0 

 

Answer: B 

 



 

QUESTION 18 

 
Refer to the exhibit. An engineer must ensure that all traffic entering AS 200 from AS 100 choose Link 2 as an 

entry point. Assuming that all BGP neighbor relationships have been formed and that the attributes have not 

been changed on any of the routers. Which configuration accomplish task?  

 

A. R3(config)# route-map PREPEND permit 10 

R3(config-route-map)# set as-path prepend 100 100 100 

R3(config)# router bgp 200 

R3(config-rotuer)# neighbor 10.1.1.1 route-map PREPEND in 

 

B. R3(config)# route-map PREPEND permit 10 

R3(config-route-map)# set as-path prepend 200 200 200 

R3(config)# router bgp 200 

R3(config-rotuer)# neighbor 10.1.1.1 route-map PREPEND out 

 

C. R4(config)# route-map PREPEND permit 10 

R4(config-route-map)# set as-path prepend 100 100 100 

R4(config)# router bgp 200 

R4(config-rotuer)# neighbor 10.2.2.2 route-map PREPEND in 

 

D. R4(config)# route-map PREPEND permit 10 

R4(config-route-map)# set as-path prepend 200 200 200 

R4(config)# router bgp 200 

R4(config-rotuer)# neighbor 10.2.2.2 route-map PREPEND out 

 

Answer: B 

 



QUESTION 19 

  
Refer to the exhibit. A network engineer must simplify the IPsec configuration by enabling IPsec over GRE 

using IPsec profiles. Which two configuration changes accomplish this? (Choose two) 

A. Apply the crypto map to the tunnel interface and change the tunnel mode to tunnel mode ipsec ipv4 

B. Create an IPsec profile, associate the transform-set, and apply the profile to the tunnel interface 

C. Create an IPsec profile, associate the transform-set ACL, and apply the profile to the tunnel interface 

D. Remove the crypto map and modify the ACL to allow traffic between 10.10.0.0/24 to 10.20.0.0/24 

E. Remove all configuration related to crypto map from R1 and R2 and eliminate the ACL 

 

Answer: B, E 

 

QUESTION 20 

What is the fact about Cisco EAP-FAST?  

A. It is an IETF standard. 

B. It requires a client certificate.  

C. It does not require a RADIUS server certificate.  

D. It operates in transparent mode.  

 

Answer: C  

https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/99791-eapfast-wlc-ra

d-config.html 



QUESTION 21 

  

Refer to the exhibit. Which type of antenna does the radiation pattern represent? 

A. omnidirectional 

B. multidirectional 

C. directional patch 

D. Yagi 

 

Answer: D 

 

QUESTION 22 

  

Refer to the exhibit. Assuming the WLC’s interfaces are not in the same subnet as the RADIUS server, which 

interface would the WLC use as the source for all RADIUS-related traffic?  

A. the interface specified on the WLAN configuration  

B. any interface configured on the WLC  

C. the controller management interface  

D. the controller virtual interface  

 

Answer: A  



QUESTION 113 

Drag and drop the DHCP messages that are exchanged between a client and an AP into the order they are 

exchanged on the right. 

 
 

Answer:  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



QUESTION 114 

Drag and drop the LISP components from the left onto the functions they perform on the right. Not all options 

are used. 

 
 

Answer:  

 
 

 

 

 

 

 

 

 

 

 



QUESTION 115 

Drag and drop the QoS mechanisms from the left onto their descriptions on the right. 

 

Select and Place: 

 
 

Answer:  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 




