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NO.1 Note: This question is part of a series of question that use the same or similar answer choices.
An answer choice may be correct for more than one question in the series. Each question is
Independent of the other questions in this series. Information and details provided in a question
apply only to that question.
Your network contains an Active Directory domain named contoso.com. The domain contains a file
server named Server1 that runs Windows Server 2016.
Server1 has a volume named Volume1.
Dynamic Access Control is configured. A resource property named Property1 was created in the
domain.
You need to ensure that Property1 is set to a value of Big for all of the files in Volume1 that are larger
than 10 MB.
Which tool should you use?
A. File Explorer
B. Shared Folders
C. Server Manager
D. Disk Management
E. Storage Explorer
F. Computer Management
G. System Configuration
H. File Server Resource Manager (FSRM)
Answer: H
Explanation
Automatic File Classification of FSRM
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/deploy-automatic-file-
classification- demonstration-stepshttps:// blogs.technet.microsoft.com/filecab/2009/08/13/using
-windows-powershell-scripts-for-file-classification/

NO.2 Your data center contains 10 Hyper-V hosts that host 100 virtual machines.
You plan to secure access to the virtual machines by using the Datacenter Firewall service.
You have four servers available for the Datacenter Firewall service. The servers are configured as
shown in the following table.

You need to install the required server roles for the planned deployment Which server role should
you deploy? Choose Two.
A. Server role to deploy: Multipoint Services
B. Server role to deploy: Network Controller
C. Server role to deploy: Network Policy and Access Services
D. Servers on which to deploy the server role: Server20 and Server21
E. Servers on which to deploy the server role: Server22 and Server23
Answer: B E
Explanation
Datacenter Firewall is a new service included with Windows Server 2016. It is a network layer, 5-tuple
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(protocol,source and destination port numbers, source anddestination IP addresses), stateful,
multitenant firewall. When deployed and offered as a service by the serviceprovider, tenant
administrators can install and configure firewall policies to help protect their virtual networks from
unwanted traffic originating from Internetand intranet networks.
https://docs.microsoft.com/en-us/windows-server/networking/sdn/technologies/network-
controller/networkcontro Network Controller FeaturesThe following Network Controller features
allow you to configure and manage virtual and physical networkdevices and services.i) Firewall
Management (Datacenter Firewall)ii) Software Load Balancer Managementiii) Virtual Network
Managementiv) RAS Gateway Management

https://docs.microsoft.com/en-us/windows-server/networking/sdn/plan/installation-and-
preparationrequirements Installation requirementsFollowing are the installation requirements for
Network Controller.For Windows Server 2016 deployments, you can deploy Network Controller on
one or more computers, one ormore VMs, or a combination of computers and VMs.All VMs and
computers planned as Network Controller nodes must be running Windows Server 2016Datacenter
edition.

NO.3 Your network contains an Active Directory domain named adatum.com.
You have a backup of a Group Policy object (GPO) named GPO1 that has the following settings:
* Change the system time: User1
* Minimum password length: 12 characters
* Password must meet complexity requirements: Disabled
You have a backup of a GPO named GPO2 that has the following settings:
* Change the system time: User2
* Minimum password length: 7 characters
* Password must meet complexity requirements: Not Defined
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You create a GPO named GP03 that has the following settings:
* Change the system time: User3
* Minimum password length: 9 characters
* Password must meet complexity requirements: Enabled
You import the GPO1 settings into GP03, and then you import the GPO2 settings into GPO3. You need
to identify the GPO3 settings after the imports.
What should you identity? To answer. select the appropriate options of the answer area.
NOTE: Each correct selection is worth one point.

Answer:
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Explanation

References:
https://searchwindowsserver.techtarget.com/feature/Group-Policy-Management-Console
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NO.4 Your network contains an Active Directory domain named contoso.com. The domain contains
multiple servers that run multiple applications. Domain user accounts are used to authenticate access
requests to the servers.
You plan to prevent NTLM from being used to authenticate to the servers.
You start to audit NTLM authentication events for the domain. You need to view all of the NTLM
authentication events and to identify which applications authenticate by using NTLM.
On which computers should you review the event logs and which logs should you review? To answer,
select the appropriate options in the answer area.

Answer:

Explanation

Do not confuse this with event ID 4776 recorded on domain controller's security event log!!!This
question asks for implementing NTLM auditing when domain clients is connecting to memberservers!
See below for further information.
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-
security-restrict-ntlm Via lab testing, most of the NTLM audit logs are created on Windows 10 clients,
except that you use Windows Server 2016 OS as clients (but this is unusual)
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NO.5 Your company has an accounting department.
The network contains an Active Directory domain named contoso.com. The domain contains 10
servers.
You deploy a new server named Server11 that runs Windows Server 2016.
Server11 will host several network applications and network shares used by the accounting
department.
You need to recommend a solution for Server11 that meets the following requirements:
-Protects Server11 from address spoofing and session hijacking
-Allows only the computers in We accounting department to connect to Server11 What should you
recommend implementing?
A. AppLocker rules
B. Just Enough Administration (JEA)
C. connection security rules
D. Privileged Access Management (PAM)
Answer: C
Explanation
In IPsec connection security rule, the IPsec protocol verifies the sending host IP address by utilize
integrity functions like Digitally signing all packets.If unsigned packets arrives Server11, those are
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possible source address spoofed packets, when usingconnection security rule in-conjunction with
inbound firewallrules, you can kill those un-signed packets with the action "Allow connection if it is
secure" to prevent spoofingand session hijacking attacks.

NO.6 Your network contains an Active Directory domain named contoso.com.
The domain contains four global groups named Group1, Group2, Group3, and Group4. A user named
User1 is a member of Group3.
You have an organizational unit (OU) named OU1 that contains computer accounts. A Group Policy
object (GPO) named GPO1 is linked to OU1. OU1 contains a computer account named Computer1.
GPO1 has the User Rights Assignment configured as shown in the following table.
A. Modify the membership of Group3.
B. Modify the membership of Group2.
C. Modify the membership of Group1.
D. Modify the membership of Group4.
Answer: B

NO.7 Your network contains an Active Directory domain named contoso.com.
The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing
department.
You have an OU named Finance that contains the computers in the finance department.
You have an OU named AppServers that contains application servers.
A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to
the AppServers OU.
You install Windows Defender on Nano1.
You need to configure Nano1 as a Hyper-V Host. Which command should you run?
A. Add-WindowsFeature Microsoft-NanoServer-Compute-Package
B. Add-WindowsFeature Microsoft-NanoServer-Guest-Package
C. Add-WindowsFeature Microsoft-NanoServer-Host-Package
D. Add-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package
E. Install-Package Microsoft-NanoServer-Compute-Package
F. Install-Package Microsoft-NanoServer-Guest-Package
G. Install-Package Microsoft-NanoServer-Host-Package
H. Install-Package Microsoft-NanoServer-ShieldedVM-Package
I. Install-WindowsFeature Microsoft-NanoServer-Compute-Package
J. Install-WindowsFeature Microsoft-NanoServer-Guest-Package
K. Install-WindowsFeature Microsoft-NanoServer-Host-Package
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L. Install-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package
Answer: E
Explanation
https://docs.microsoft.com/en-us/windows-server/get-started/deploy-nano-
server#BKMK_onlineThe Nano Server package "Microsoft-NanoServer-Compute-Package" includes
the Hyper-V role for a NanoServer host.
Moreover, the Install-WindowsFeature or Add-WindowsFeature cmdlet are NOT available on a Nano
Server.

NO.8 The network contains an Active Directory domain named contoso.com. The domain contains
the servers configured as shown in the following table.

All servers run Windows Server 2016. All client computers run Windows 10 and are domain
members.
All laptops are protected by using BitLocker Drive Encryption (BitLocker).You have an organizational
unit (OU) named OU1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.
A Group Policy object (GPO) named GP1 is linked to OU1.
A GPO named GP2 is linked to OU2.
All computers receive updates from Server1.
You create an update rule named Update1.
You need to implement BitLocker Network Unlock for all of the laptops.
Which server role should you deploy to the network?
A. Network Controller
B. Windows Deployment Services
C. Host Guardian Service
D. Device Heath Attestation
Answer: B
Explanation
https://docs.microsoft.com/en-us/windows/device-security/bitlocker/bitlocker-how-to-enable-
network-unlock Network Unlock core requirementsNetwork Unlock must meet mandatory hardware
and software requirements before the feature canautomatically unlock domain joined systems.
Theserequirements include:
You must be running at least Windows 8 or Windows Server 2012.Any supported operating system
with UEFI DHCP drivers can be Network Unlock clients.A server running the Windows Deployment
Services (WDS) role on any supported server operatingsystem.BitLocker Network Unlock optional
feature installed on any supported server operating system.A DHCP server, separate from the WDS
server.Properly configured public/private key pairing.Network Unlock Group Policy settings
configured.
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NO.9 Note: This question is part of a series of questions that present the same scenario. Each
question In the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question In this section, you will NOT be able to return to It. As a result, these
questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com. The domain contains a
computer named Computer1 that runs Windows 10. Computer1 connects to a home network and a
corporate network.
The corporate network uses the 172.16.0.0/24 address space internally.
Computer1 runs an application named App1 that listens to port 8080.
You need to prevent connections to App1 when Computer1 is connected to the home network.
Solution: From Group Policy Management, You create an Applocker rule.
A. Yes
B. No
Answer: B
Explanation
AppLocker does not filter incoming network traffic, what you actually need is Windows Firewall
Inbound Rule on the Private profile.
https://technet.microsoft.com/en-us/library/dd759068(v=ws.11).aspx

NO.10 You have a file server named FS1 that runs Windows Server 2016.
You plan to disable SMB 1.0 on the server.
You need to verify which computers access FS1 by using SMB 1.0.
What should you run first?
A. Debug-FileShare
B. Set-FileShare
C. Set-SmbShare
D. Set-SmbServerConfiguration
E. Set-SmbClientConfiguration
Answer: D

NO.11 Your network contains an Active Directory domain named contoso.com.The domain contains
1,000 client computers that run either Windows 8.1 or Windows 10.
You have a Windows Server Update Services (WSUS) deployment All client computers receive
updates from WSUS.
You deploy a new WSUS server named WSUS2.
You need to configure all of the client computers that run Windows 10 to send WSUS reporting data
to WSUS2.
What should you configure?
A. an approval rule
B. a computer group
C. a Group Policy object (GPO)
D. a synchronization rule
Answer: C
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Explanation
https://technet.microsoft.com/en-us/library/cc708574(v=ws.10).aspxUnder "Set the intranet update
service for detecting updates", type http://wsus:8530Under "Set the intranet statistics server", type
http://wsus2:8531

NO.12 You have the Windows Server 2016 operating system images as following table.

.
Your company's security policy states that you must minimize the attack surface when provisioning
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new servers.
You need to deploy a Host Guardian Service cluster. Which image should you use for the
deployment?
A. image1
B. image2
C. image3
D. image4
Answer: C
Explanation
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-
vm/guarded-fabricprepa PrerequisitesHardware: HGS can be run on physical or virtual machines, but
physical machines are recommended.If you want to run HGS as a three-node physical cluster (for
availability), you must have three physical servers.(As a best practice for clustering, the three
serversshould have very similar hardware.) Operating system: Windows Server 2016, Standard or
Datacenter edition. <-- so you cannot useServer Core or Nano Server for running HostGuardian
Service.Server Roles: Host Guardian Service and supporting server roles.Configuration
permissions/privileges for the fabric (host) domain: You will need to configure DNS
forwardingbetween the fabric (host) domain and the HGS domain.If you are using Admin-trusted
attestation (AD mode), you will need to configure an Active Directory trustbetween the fabric domain
and the HGS domain.

NO.13 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this sections, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.
You manage a file server that runs Windows Server 2016. The file server contains the volumes
configured as shown in the following table.

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker).
Solution: You run the manage-bde.exe command and specify the -on parameter.
Does this meet the goal?
A. Yes
B. No
Answer: A
Explanation
References:
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/manage-
bde-on
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NO.14 You plan to deploy three encrypted virtual machines that use Secure Boot. The virtual
machines will be configured as shown in the following table.

How should you protect each virtual machine? To answer, select the appropriate options in the
answer area.

Answer:

Explanation
VM1: A shielded virtual machine
VM2: An encryption-supported virtual machine
VM3: An encryption-supported virtual machine
Shielded VM Prevents Virtual Machine connection and PowerShell Direct, it prevent the Hyper-V host
to interactin any means with the Shielded VM.
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https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-
vm/guarded-fabric-ands

NO.15 Windows PowerShell is a task-based command-line shell and scripting language designed
especially for system administration.
Windows Defender comes with a number of different Defender-specific cmdlets that you can run
through PowerShell to automate common tasks.
Which Cmdlet would you run first if you wanted to perform an offline scan?
A. Start-MpWDOScan
B. Start-MpScan
C. Set-MpPreference -DisableRestorePoint $true
D. Set-MpPreference -DisablePrivacyMode $true
Answer: A
Explanation
Some malicious software can be particularly difficult to remove from your PC. Windows Defender
Offline (Start-MpWDOScan) can help to find and remove this using up-to-date threat definitions.

NO.16 Your network contains an Active Directory domain named contoso.com.
The domain contains 10 computers that are in an organizational unit (OU) named OU1.
You deploy the Local Administrator Password Solution (LAPS) client to the computers.
You link a Group Policy object (GPO) named GPO1 to OU1, and you configure the LAPS password
policy settings in GPO1.
You need to ensure that the administrator passwords on the computers in OU1 are managed by using
LAPS.
Which two actions should you perform? Each correct answer presents part of the solution.
A. Restart the domain controller that hosts the PDC emulator role.
B. Update the Active Directory Schema.
C. Enable LDAP encryption on the domain controllers.
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D. Restart the computers.
E. Modify the permissions on OU1.
Answer: B E

NO.17 You enable and configure PowerShell Script Block Logging.
You need to view which script blocks were executed by using Windows PowerShell scripts.
What should you do?
A. View the Microsoft-Windows-PowerShell/Operational event log.
B. Open the log files in %LocalAppData%\\Microsoft\\Windows\\PowerShell.
C. View the Windows PowerShell event log.
D. Open the log files in %SYSTEMROOT%\\Logs.
Answer: A
Explanation
https://docs.microsoft.com/en-us/powershell/wmf/5.0/audit_scriptAfter you enable detailed script
tracing, Windows PowerShell logs all script blocks to the event log, MicrosoftWindows-
PowerShell/Operational.

NO.18 Your network contains an Active Directory domain named adatum.com. The domain contains
a file server named Server1 that runs Windows Server 2016.
You have an organizational unit (OU) named OU1 that contains Server1.
You create a Group Policy object (GPO) named GPO1 and link GPO1 to OU1.
A user named User1 is a member of group named Group1. The properties of User1 are shown in the
User1 exhibit (Click the Exhibit button.)
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User1 has permissions to two files on Server1 configured as shown in the following table.

From Auditing Entry for Global File SACL, you configure the advanced audit policy settings in GPO1 as
shown in the SACL exhibit (Click the Exhibit button.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer:

Explanation
From File Explorer, when User1 double-clicks File1.doc. an event will be logged: Yes From File
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Explorer, when User1 double-clicks File2.doc. an event will be logged: No From Microsoft Word,
when User1 attempts to save changes to File1.doc, an event will be logged: No From the SACL, only
Successful operations by User1 will be logged "Type: Success".

NO.19 Encryption-supported VMs are intended for use where the fabric administrators are fully
trusted.
For example, an enterprise might deploy a guarded fabric in order to ensure VM disks are encrypted
at-rest for compliance purposes.
Shielded VMs are intended for use in fabrics where the data and state of the VM must be protected
from both fabric administrators and untrusted software that might be running on the Hyper-V hosts.
Is the Virtual Machine Connection (Console), HID devices (e.g. keyboard, mouse) ON or OFF for
Encryption Supported VM's?
A. Off
B. On
Answer: B

NO.20 After you answer a question in this section, you will NOT be able to return to It As a result,
these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com. All client computers run
Windows
10.
You plan to deploy a Remote Desktop connection solution for the client computers.
You have four available servers in the domain that can be configured as Remote Desktop servers. The
servers are configured as shown in the following table.

You need to ensure that ail Remote Desktop connections can be protected by using Remote
Credential Guard.
Solution: You deploy the Remote Desktop connection solution by using Server4. Does this meet the
goal?
A. Yes
B. No
Answer: B

NO.21 You are creating a Nano Server image for the deployment of 10 servers.
You need to configure the servers as guarded hosts that use Trusted Platform Module (TPM)
attestation.
Which three packages should you include in the Nano Server image? Each correct answer presents
part of the solution.
A. Microsoft-NanoServer-SecureStartup-Package
B. Microsoft-NanoServer-ShieldedVM-Package
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C. Microsoft-NanoServer-Storage-Package
D. Microsoft-NanoServer-SCVMM-Compute-Package
E. Microsoft-NanoServer-SCVMM-Package
F. Microsoft-NanoServer-Compute-Package
Answer: A B F
Explanation
https://docs.microsoft.com/en-us/system-center/vmm/guarded-deploy-host?toc=/windows-
server/virtualization/ toc.jsonFor an SCVMM Managed Nano Server Hyper-V case:If your host is
running Nano Server Hyper-V host, it should have the Compute, SCVMM-Package, SCVMMCompute,
SecureStartup, and ShieldedVM packagesinstalled.https://docs.microsoft.com/en-us/windows-
server/get-started/deploy-nano-serverFor an standalone Nano Server Hyper-V host, no SCVMM
related packages are required, only Compute, SecureStartup, and ShieldedVM packages are
required.This table shows the roles and features that are available in this release of Nano Server,
along with theWindows PowerShell options that will install the packagesfor them.Some packages are
installed directly with their own Windows PowerShell switches (such as
-Compute); othersyou install by passing package names to the -Package parameter, which you can
combine in a comma-separated list. You can dynamically list availablepackages using the Get-
NanoServerPackage cmdlet.
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NO.22 Your network contains an Active Directory forest named contoso.com.
The forest has Microsoft Identity Manager (MIM) 2016 deployed.
You implement Privileged Access Management (PAM).
You need to request privileged access from a client computer in contoso.com by using PAM.
How should you complete the Windows PowerShell script? To answer, select the appropriate options
in the answer area.

Answer:

Explanation
$PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRequest -role 
$PAM References:
https://technet.microsoft.com/en-us/library/mt604089.aspx

IT Certification Guaranteed, The Easy Way!

20



https://technet.microsoft.com/en-us/library/mt604084.aspx

NO.23 Your network contains an Active Directory domain named contoso.
com.
The network contains a server named Server1. Server1 is in a workgroup. Server1 contains sensitive
data and will be accessed by a domain-joined computer named Computer1.
You need to create connection security rules to encrypt the data sent between Server1and
Computer1.
You need to identify which authentication method to use for the connection security rules. The
solution must use the most secure method possible.
Which authentication method should you identify?
A. a computer certificate
B. Kerberos V5
C. a preshared key
D. NTl_Mv2
Answer: A

NO.24 Your network contains an Active Directory domain named contoso.com. All client computers
run Windows
10.
You plan to deploy a Remote Desktop connection solution for the client computers.
You have four available servers in the domain that can be configured as Remote Desktop servers. The
servers are configured as shown in the following table.

You need to ensure that all Remote Desktop connections can be protected by using Remote
Credential Guard.
Solution: You deploy the Remote Desktop connection solution by using Server3.
Does this meet the goal?
A. Yes
B. No
Answer: A
Explanation
Yes, since all client computers run Windows 10, and Server2 is Windows Server 2016 which fulfills the
following requirements of using Remote Credential Guard.
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guardRemote
Credential Guard requirementsTo use Windows Defender Remote Credential Guard, the Remote
Desktop client and remote host must meetthe following requirements:The Remote Desktop client
device:Must be running at least Windows 10, version 1703 to be able to supply credentials.Must be
running at least Windows 10, version 1607 or Windows Server 2016 to use the user's signed-
incredentials. This requires the user's account be able tosign in to both the client device and the
remote host.Must be running the Remote Desktop Classic Windows application. The Remote Desktop
Universal WindowsPlatform application doesn't support WindowsDefender Remote Credential
Guard.Must use Kerberos authentication to connect to the remote host. If the client cannot connect
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to a domaincontroller, then RDP attempts to fall back to NTLM.Windows Defender Remote
Credential Guard does not allow NTLM fallback because this would exposecredentials to risk.The
Remote Desktop remote host:Must be running at least Windows 10, version 1607 or Windows Server
2016.Must allow Restricted Admin connections.Must allow the client's domain user to access Remote
Desktop connections.
Must allow delegation of non-exportable credentials.

NO.25 Your network contains an Active Directory domain named contoso.com. The domain contains
a server named Server1 that runs Windows Server 2016.
The services on Server1 are shown in the following output.

Server1 has the AppLocker rules configured as shown in the exhibit (Click the Exhibit button.)

Rule1 and Rule2 are configured a$ shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Answer:

Explanation
On Server1, User1 can run D:\\Folder2\\App1.exe : Yes
On Server1, User1 can run D:\\Folder1\\Program1.exe : Yes
If Program1 is copied from D:\\Folder1 to D:\\Folder2, User1 can run Program1.exe on Server1 : NO
https://docs.microsoft.com/en-us/windows/device-security/applocker/configure-the-application-
identity-service The Application Identity service determines and verifies the identity of an app.
Stopping this service will prevent AppLocker policies from being enforced.In this question, Server1's
Application Identity service is stopped, therefore, no more enforcement onAppLocker rules, everyone
could run everything on Server1.

NO.26 You deploy the Host Guardian Service (HGS).
You have several Hyper-V hosts that have older hardware and Trusted Platform Modules (TPMs)
version 1.2.
You discover that the Hyper-V hosts cannot start shielded virtual machines.
You need to configure HGS to ensure that the older Hyper-V hosts can host shielded virtual machines.
What should you do?
A. Run the Set-HgsServer cmdlet and specify the -TrustTpm parameter.
B. Run the Set-HgsServer cmdlet and specify the -TrustActiveDirectory parameter.
C. Run the Clear-HgsServer cmdlet and specify the -Clustername parameter
D. Run the Clear-HgsServer cmdlet and specify the -Force parameter.
E. It is not possible to enable older Hyper-V hosts to run Shielded virtual machines
Answer: E
Explanation
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