Exam 156-215 : Check Point Security Administrator NGX

1. Answer: E

Select the correct statement about Secure Internal Cammunications (SIC) Certificates? SIC Certificates:

COA for NGX Security Gateways are created during the SmartCenter Server installation.

B for the SmartCenter Server are created during the SmartCenter Server installation.

c G are used for securing internal network communications between the SmartView Tracker and an OPSEC device.

~ D. decrease network security by securing administrative communication among the SmartCenter Servers and the Security Gateway.

™ E. uniguely identify Check Point enahled machines; they have the same function as Authentication Certificates.
2. Answer: E

Jill iz about to test some rule and object changes suggested in an NGX newsgroup. YWhich backup and restare solution should Jill use, to ensure
she can most easily restare her Security Policy to its previous configuration, after testing the changes®?

A SecurePlatform hackup utilities

~ B Manual copies of the SFWDIR/ conf directory

- oC. upgrade_export and upgrade_import commands

0. FPalicy Package management

= Database Revision Control

3. Answer: D

Your arganization's security infrastructure separates Security Gateways geographically. You must request a central license for one remote Security
Gateway. How would you request and apply the license? Reguest a central license;

A using the remote Gateway's IP address. Apply the license locally with the eplic put command.

c B. for the Gateways' IP addresses. Apply the licenses on the SmartCenter Server with the cprlie put command.
S using the remote Gateway's IP address. Attach the license to the remote Gateway via Smartlpdate.

o0, using your SmartCenter Server's P address. Attach the license to the remote Gateway via SmartlUpdate.

o E using the SmartCenter Server's IP address. Apply the license locally on the remote Gateway with the cplic put command.

4. Answer: B

Sarah is the Security Administrator for a sporting-goods manufacturer. Sarah has configured SmarntDefense to block the cwb and FIND commands.

Sarah installs the Security Policy, but the Security Gateway continues to pass the commands. Which of the following could be the cause of the
problem?

A The Rule Base includes a rule accepting FTP to any source, and from any destination.

B The SrmartDefense = Application Intelligence = FTP Security Server screen does not have the radio button set to "Canfigurations apply to
all connections".

. The FTP Service Ohject = Advanced > Blocked FTP Commands list does not include cwp and FIND.
“ 0. TheWeh Inteligence = Application Layer > FTP Settings list is configured to allow, rather than exclude, cwp and FIND commands.

™ E. The Global Properties = Security Server = "Caontrol FTP Commands" box is nat checked.

5. Answer: C

Herman is atternpting to configure a site-to-site WPN with ane of his firm's business partners. Herman thinks Phase 2 negatiations are failing. Which
SmartConsole application should Herman use to confirm his suspicions?

A SmartUpdate

~ B. Smartview Tracker
FRIe, Smartview Monitor
o 0 SmartDashboard

C E. SmartView Status



6. Answer: A

How can you unlock an administrator's account, which was been locked due to SmartCenter Access settings in Global Properties?

A Type fwm lock admin —ua from the command line of the SmartCenter Server.

~ B Clear the "locked" box of the user's General Properties in SmartDashboard.

L O Type fwm unlock_admin -ua from the command line of the SmartCenter Server,

D, Type fum unlock admin -ua from the command line of the Security Gateway.

- E. Delete the file admin. lock inthe $FWDIR/ tup/ directory of the SmantCenter Server.
7. Answer: C

Which encryption scheme pravides "In-place” encryption?

oA KE
oB. Manual IPSec

C C. DES
~ D, SKIP
" E. AES

8. Answer: A

¥ou are setting up a Wirtual Private MNetwork, and must select an encryption scheme. Your data is extremely business sensitive and you want
maximurm security for yvour data communications. Which encryption scheme would you select?

AL Tunneling mode encryption
B In-place encryption

S Either one will wark without compromising performance
9. Answer: D

Howy dao you view a Security Administrator's activities, using SmartConsole tools? With:

A, Uzer Manitar

- B Smartview Manitor using the Administrator Activity filter
ooC SmartView Tracker in Log mode

~D. Smartview Tracker in Audit mode

=S Smartview Status

10. Answer: A

Your internal Weh server in the DMZ has IP address 172.16.10.1/24. A particular netwark fram the Internet tries to access this Weh server. You
need to set up some type of Network Address Translation (MAT), so that NAT occurs anly for the HTTP service, and only from the remate netwark
as the source. The public IP address for the Web server is 200.200.200.1. All properties in the MAT screen of Global Properties are enahled.

Select the carrect MAT rules, so0 NAT happens OMNLY between "web_dallas" and the remaote netwark.

oA . Create anather node abject named "web_dallas_valid", and enter "200.200.200.1" in the General Froperties screen.
. Create two manual MAT rules above the automatic Hide MAT rules for the 172.16.10.0 network.
. Select "HTTP" in the Service column of both manual MNAT rules.

. Enter an ARF entry and route on the Security Gateway's 0S5,

Jao0d b3 —

. Enable MAT on the web_dallas ohject, select "static”, and enter "200.200.200.1" in the General Properties screen.
. Specify "HTTP" in the automatic Static Address Translation rules.
. Create incoming and outgoing rules for the web_dallas server, for the HTTP service only.

01k —

. Enable MAT on the weh_dallas ohject, select "hide", and enter "200.200.200.1" for the Hide MAT IP address.
. Specify "HTTP" in the Address Translation rules that are generated automatically.
. Create incoming and outgoing rules for the web_dallas server, for the HTTP service anly.

03k —

. Create another node object named “weh_dallas_walid", and enter "200.200.200.1" in the General Properties screen.

. Create two manual MAT rules below the Automatic Hide MAT rule for network 172.16.10.0 | in the Address Translation Rule Base.
. Select "HTTP" in the Service column aof bath manual NAT rules.

. Enter an ARF entry and route on the Security Gateway's O3,

e DD b —



11. Answer: D

Howr are cached usermnames and passwords cleared from the memaory of an NG Security Gateway?

oA Usernames and passwards only clear from memaory after they time out.
o B. By retrieving LOAP user information, using the fw fetehldap command
o By using the Clear User Cache button in SmartDashboard
oD By installing a Security Paolicy
o E. By pushing new user information from the LDAP server
12. Answer: A

Ivan's main internal network 10.10.10.0/24 allowes all traffic to the Internet using Hide MNAT . kvan also has a small network 10.10.20 0/24 hehind the
internal router. van wants to configure the kernel to translate the source address anly when network 10,10 20.0 tries to access the Internet far
HTTP, S3MTF, and FTP services.

Which of the following configurations will allow this network to access Internet?

A Autormatic Static NAT on netwoark 10.10.20.0/24
i fanual Hide NAT rules for HTTF, FTP, and SMTP services for network 10.10.20.0/24
L fanual Static NAT rules for network 10.10.20.0/24
< D, Autormatic Hide NAT far network 10.10.20 0/24
C E. Mo change is necessary
13. Answer: A

You have just started a new joh as the Security Administratar for Widgets Inc. Your boss has asked you to ensure that peer-to-peer file sharing is
not allowed past the corporate Security Gateway. Where should you configure this?

oA SmartDashboard > SmartDefense
- B. SmartDashboard = WehDefense
~C By editing the file $FWDIR/conffapplication_intelligence C
c D SmartDashboard = Policy = Glohal Properties = Malicious Activity Detectian
C E. SmartDashboard = Web Intelligence
14. Answer: D

Jeremy manages sites in Tokyo, Calcutta and Dallas, from his office in Chicago. He is trying to create a report for management, detailing the current
software level of each Security Gateway. He also wants to create a proposal outline, listing the most cost-effective way to upgrade his Gateways.
Which two SmartConsole applications should Jerery use, ta create his report and outline?

A SmartLsSk and SmartUpdate

o B. SmanDashboard and SmartLSM

LA O SmartDashboard and SmartView Tracker

D, Smartview Monitor and Smartlpdate

™ E. Smartview Tracker and Smartview Manitor
15. Answer: D

Your internal netwaork is using 10.1.1.0/24. This network is behind your perimeter NG VPMN-1 Gateway, which connects to your ISP provider. How
do you canfigure the Gateway to allow this netwark to go out to the Internet?

A

"B

Use automatic Static NAT for netwark 10.7.1.0/24.

Use Hide NAT for netwiork 10.1.1.0/24 behind the internal interface of your perimeter Gateway.
Use manual Static NAT on the client side far network 10.1.1.0/24.

Use Hide MAT for network 10.1.1.0/24 behind the external IF address of yvour perimeter Gateway.

Do nothing, as long as 10.1.1.0 network has the correct default Gateway.



