LPI Level 2 RPM (Exam 202)
1
Given a CIOR mask of /25 and anetmask of 255.255.255. 122 how many host IP addresses are available?
IP Addresses

(Please type your answer in the text field below )

Answer:

]
2

Given a CIOR mask of /23 and a netmaskof 255.255.254. 0 how many usable host IP addresses are
available?

IF Addresses
(Please type vour answer in the text field below.)

Answer:

Given the CIDR mask /29, the eguivalent subnet mask in dotted quad format would be 255.255.255. .
(FPleasze type your answer in the text field below )

Answer:

[

4

What file should be edited to make the route command show human-readable names for netwarks? (Flease
enter the full path)

(FPleaze type your answer in the text field below.)

Answer

How wiould you display your system's current ARF cache’

A arp -a
B netstat -a
- netstat —arp

0. cat Setefarp



9

You find that a host (192 168.1.4) being used on one of your client's networks has been compromised with 3
hackdoor program listening on port 31337, Your client requests a list of originating IP addresses connecting to
that port. Using a Linux workstation as traffic analyzer, which of the following commands wiould gather the data

requested by the client?

A topdump host 122.168.1.4 and port 31337 -w out

™ B, rnmap host 192.168.1.
oo arpwateh -n 192,168,

o0, poap —d 192.168.1.4:

4:31337
1.4/32 -p 31337 > capture

31337

~E ipwateh --syn 1592.168.1.4 -p 31337 --log=out

While performing a security audit, yvou discover that a machine is accepting connections on TCP part 184, but it
i= not obvious which process has the port open. Which of the following programs would you use to find out?

oA traceroute
B strace
o debug
o0 nessus

~E. l=sof

What command is used to add a route to the 192 168 4 .0/24 netwarls wia 192 168.0 27

A route add -network
B route add -net 192.
o route add -network

oD route add -net 19Z2.

i E. route add -net 19Z2.

122.168.4.0 netmask Z55.Z55.255.0 gw 1922.163.0.2
168.4.0/24 gw 192.168.0.2

192.168.4.0/24 192.168.0.Z

1658.4.0 netmask 255.255.255.0 122.1683.0.2

168.4.0 netmask 255.255.255.0 gw 122.168.0.2

All of the fallowing commands can be used to determine open TCF ports on loczalhos=t EXCEPT:

A l=of

™ B netstat
o oC nmap

- 0. fuser

™ E. ifoonfig
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The following is an excerpt from the output of tepdump -nli ethl "udp™

13:03:17.277327 IP 192.168.123.5.1065 = 192.168.5.112.53: 43653+ A7 1lpi.org.

(23}

13:03:17.598624 IP 192.188.5.112.53 > 192.168.123.5.1065: 43653 1/0/0 &

z24.215.7.10%

(41

Which network service or protocol was used?

A
B
=
o~ 0
T E.

11

FTFE

HTTE

33H

DNE

LHCFE

Wi'hich TWO of the following commands could be used to add a second IP address to etho ¥

A
"B
o
O
I E.

12

ifoconfig
ifoconfig
ifoconfig
ifoonfig

ifoonfig

ethl --add-ip 19%Z2.168
ethi:1 1%2.1468.123.10
ethi-1 19%2.168.123.10

ethd +19Z.168.123.10

ethli:=subl 122,168,123,

L123.10

10

Which networlk service or protocol is used by sendmail for RELs (Realtime Blackhole Lists)?

A
B
o C.
o 0.
~E.

13

RELFE

AMTE

FTE

HTTFE

D3

our users reguest that wou process their incoming mail =o that duplicate forwarded messages are deleted.
Which of the following could be used to accomplish this task?

A
™ B
LA &5
o~ 0.
~E.

fetchmail
myueuE
procmail
elm

rmail



